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63% SURGE IN CYBER CRIME CASES

India Experienced 7000 Complaints Everyday Since 1st Jan 2024

RISE OF Rising Cyber Incidents

CYB E R Daily Basis
CRIME
IN INDIA I
oare 2024 Number of

7,40,579

( Complaints Received )
( Jan - Apr 2024 )

Digital Fraud 4,599 31,203 cr

Trading Scam 20,043 ¥ 14,204 cr

Investment Scams 62,687 ¥2,225cr
India Lost Over ¥1750cr Dating Scams 1,725 132 cr

Fy 2023
15,56,215

to Cyber Fraud
(In First Four Month of 2024)

A "

~——— Types of Crime Reported ————

» Online Banking Fraud * Fake Trading App

-~

+ OTP Fraud * Loan App
Fy 2022 * Credit/Debit Card Fraud + Gaming App
+ Cases Related To ATM + Dating App

\ 9,56,790 ¥

www.primeinfo

* Fake News on Social Media + Algorithm Manupulation
» Cyber Stalking * Data Theft

« Fake Profile

Fd

Are You Resilient or
Compromised ?

* Report as per the 14C wing

\

serv.com info@primeinfoserv.com
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WHICH [«/"] 31135 ARE MOST INTERESTED IN

DEEPFANKES?

SEARCH VOLUME FOR DEEPFAKE I No Data
TERMS PER 1 MILL INTERNET USERS LEAST MOST
INTERESTED INTERESTED
Czech Rep.
Luxembourg Balarie
Netherlands
1,519 &
Belgium m Slovakia
France
4,894
swizerland  EXZD) Moldova | —ETXZE)
Austria Sweden
2,809
Italy [ 235 | Bulgaria 742
Slovenia Estonia
Croatia Eosnia and Morway
Herzegovina
117 (2,912 B
Montenegro Albania Denmark
2,134 E!Elj
e Canada United
A 688 Kingdom —
Ireland =
@ Spain
Portugal j
Venezuela Morocco

El Salvador Ghana
Honduras Nigeria Cameroon

Congo
176 76 B
Paraguay South Africa Mauritius

Uruguay

The European Commission calls
deepfakes a "global crisis" with
“implications for data security,
privacy, and intellectual property
rights."

The country most interested in
deepfakes is South Korea, where
there have been 13,399 searches
per million people.
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Methodology: We calculated Google search volume data for the top 100 deepfake-related keywords by country relative to the number of Internet users and the market share of Google search in each country.
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The Apps Collecting Your Personal Data
for Their Own Benefit

% of personal

data collected

1 fFaccbock @ 7 @ 6 @O © @l & = © NN
2 @) Instagram @ 7 @ 6 @ @ @O Bl o© =
3 K. Klarna & v 0 & © © = .l =
4 T Grubhub @ ¥ © & © © = .l =
5 Uber a7 0 (o] 2= N | = ]
6 UberEats @ ¥4 © © = al = @
7 e eBay e 4 © © B 4l = | 50% |
8 [ JustEat @ ¥ o = ul @ | 50% |
9 m Linkedin I 4 & 0 2 ul | 50% |
10 Twiter @@ 7 @ & © = .l

B Purchases <f Location ES Identifiers sl Usage Data © Contactinfo

£¥ Diagnositics © Contacts @® Sensitive Info &8l User Content @m Financial Info

% Health & Fitness @ Search History ) Browsing History @ Other Data
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CYBER SECURITY

TIP OF THE DAY

Tyt MIN‘i:S_'rI'RY OF c
88y ELECTRONICS AND Nl o L
ahels? INFORMATION TECHNOLOGY STAY SAFE ONLINE

——— WWw.iseagovin ez ERen ad

1 e vt sarer ,:,' éi

Do not use
copyrighted
software
without the
copyright holder

permission
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CYBER SAKCHHARTA ABHIYAN
UNDER THE AEGIS OF
CYBER AWARENESS CLUB
DEPARTMENT OF COMPUTER APPLICATION

FACULTY COORDINATORS

Mr, SHUBHAM KUMAR | Mr. FAIZAN MAHMOOD Prof. (Dr.) MOHAMMAD FAISAL

STUDENTS COORDINATORS Head, Department of Computer Application
MOHAMMAD FARHAN | SIDRA SIDDIQUI | ELMA SHARIQ | ADEEBA KHATOON
ANSHA ALVI | ARSHI KHAN




